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Schnorr Signature: Features

e Derived from Schnorr identification through FS Transform

e Uses one hash function
e Security:
e Based on the discrete-log assumption

e Hash function modelled as a random oracle (RO)
e Security argued using (random) oracle replay attacks
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Schnorr Signature: Construction

The Setting:
1. We work in group G = (g) of prime order p.
2. A hash function H : {0,1}* — Z, is used.
Key Generation:
1. Select z € Z, as the sk
2. Set Z := g* as the pk
Signing:
1. Select r €g Z,, set R := g" and ¢ := H(m, R).
2. The signature on mis o := (y, R) where y :=r + zc
Verification:
1. Let 0 = (y,R) and ¢ = H(m, R).
2. oisvalid if g¢¥ = RZ¢
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The Oracle Replay Attack

e Random oracle H — /" RO query Q; replied with s;.

% [A
Mn C A
H H S
Sy
[J,+1 QW ———> round O

S.
Q]_ 41> Q2 Q/
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The Oracle Replay Attack

e Random oracle H — /" RO query Q; replied with s;.

m % [
M C A
H H S
1. Adversary re-wound to Q,
Sy
s, [J,+1 QW ———— round O

S.
Q]_ 41> Qz Q[
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The Oracle Replay Attack

e Random oracle H — /" RO query Q; replied with s;.

m, % m
n C A

1. Adversary re-wound to Q,
2. Simulation in round 1 from Q, using a different random

function
Sy
s, QI+1 Q’Y ———> round O
51
Q]_ I Qz Q/
s/ Q Q. — > round 1
Ty 18 - roun

Sy
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Security of Schnorr Signature, In Brief

B o —
STF A= (G7g7pvg ) DS Pk =A SS
B C EU-NMA A
H ~ A~
o &= ((y,R); M)
Qpq o Q, —— 60 =((y = r+ac,R); i)
C
Ql > Q2 ....... QI:H(ﬁ77R)
C/
y—y 141 U, —— 61 =((y' =r+ac’,R); m)
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Cost of Oracle Replay Attack

The Forking Lemma [PS00] gives a bound on the success
probability of the oracle replay attack in terms of

1. success probability of the adversary (¢)

2. bound on RO queries (q)

DLP <g(q/e2) Schnorr Signature
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Cost of Oracle Replay Attack

The Forking Lemma [PS00] gives a bound on the success
probability of the oracle replay attack in terms of

1. success probability of the adversary (¢)

2. bound on RO queries (q)

DLP <g(q/e2) Schnorr Signature

The cost: security degrades by O (q)

e More or less optimal [Seul2]
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General Forking Lemma

“Forking Lemma is something purely probabilistic,
not about signatures” [BN06]

e Abstract version of the Forking Lemma
e Separates out details of simulation (of adversary) from analysis
e A wrapper algorithm used as intermediary

e Simulate the protocol environment to A

e Simulate the RO as specified by S
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“Forking Lemma is something purely probabilistic,
not about signatures” [BN06]

e Abstract version of the Forking Lemma
e Separates out details of simulation (of adversary) from analysis
e A wrapper algorithm used as intermediary

e Simulate the protocol environment to A

e Simulate the RO as specified by S
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General Forking Lemma

“Forking Lemma is something purely probabilistic,
not about signatures” [BN06]

e Abstract version of the Forking Lemma
e Separates out details of simulation (of adversary) from analysis
e A wrapper algorithm used as intermediary

e Simulate the protocol environment to A

e Simulate the RO as specified by S

S S

A A

e Structure of a wrapper call:

(1,0) W(X,sl,...,sq;p)
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General Forking Lemma...

General-Forking Algorithm F,, (x)

(I,0) < W(x,8,...,54:p)

(o= W(X,sl,...,s,il,s,’,...,sg;p)
I"=1
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General Forking Lemma...

General-Forking Algorithm F,, (x)

(1,0) < W(x, 51,5 54: p)

(I',0") <= WX, S, 551,55+ -+ 54: P)

The General Forking Lemma gives a bound on the success
probability of the oracle replay attack (frk) in terms of

1. success probability of W (acc)
2. bound on RO queries (q)
frk > accz/q
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Overview

e Introduced by Boldyreva et al. [BPW12]
e Motivation:

e General Forking restricted to one RO and single replay attack
e Multiple Forking considers two ROs and multiple replay attacks



Multiple Forking

Overview

Introduced by Boldyreva et al. [BPW12]
Motivation:

e General Forking restricted to one RO and single replay attack
e Multiple Forking considers two ROs and multiple replay attacks

Used originally to argue security of a DL-based proxy
signature scheme
Used further in

1. Galindo-Garcia IBS [GG09]
2. Chow et al. Zero-Knowledge Argument [CMW12]
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GALINDO-GARCIA IBS
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Galindo-Garcia IBS: Features

Derived from Schnorr signature scheme — nesting
e Based on the discrete-log (DL) assumption

Efficient, simple and does not use pairing

Uses two hash functions

Security argued using nested replay attacks
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Galindo-Garcia IBS: Construction

Setting:
1. We work in a group G = (g) of prime order p.
2. Two hash functions H,G : {0,1}* — Z,, are used.
Set-up:
1. Select z €g Z,, as the msk; set Z := g* as the mpk
Key Extraction:
1. Select r eg Z, and set R :=g".
2. Return usk := (y, R) as the usk, where y := r + zc and
¢ :=H(iq, R).
Signing:
1. Select a €r Z, and set A := g°.
2. Return o := (b, R, A) as the signature, where b := a+ yd
and d := G(id, m, A)
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Security, In Brief/The Nested Replay Attack

A= (G,g,p,g")

DLP

mpk := A

GG

EU-ID-CMA

A

H,G -

0
do QIO+1

090+1 >Q‘,’0 : G({4, g, Ag)
<, *1‘ 1
Qy+1
Q) —>af > 0f)  H(EY, R)
41
a b 5B
Qﬁoﬂ > Qfo : G(44, A, Ag)
_ (bo — b1)(d2 — d3) — (b2 — b3)(do — dh) h+1

(o0 — c1)(do — d1)(d2 — d3)

& = ((b, R, A); (14, M)

>0y —> 60 = (b, R, Ao)
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Extending General Forking: Multiple-Forking

Multiple-Forking Algorithm M,,, 5

(lo, Jo, o0) < W(x, 5?, RPN 52; p)

(h, i, 01) + W(x,sf,...,s%_l,s,t),...,s;;p)

(h, h) # (b, Jo)

(127-]270'2) — W(Xv S?a .. -75(1)0—1a530a . ~a5c2,?P)

(k, 22) # (lo, Jo)

0 0 2 2 3 3.
(h, J3,03) < W(x,s;,... 2 SIy—17STpr * 2 Sy —1> Sy -+ - ,sq,p)

(ls, ) # (ho, Jo)
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Multiple-Forking Lemma

The Multiple-Forking Lemma gives a bound on the success
probability of the nested replay attack (mfrk) in terms of

1. success probability of W (acc)
2. bound on RO queries (q)

3. number of rounds of forking (n)

mfrk > acc™t /g2

Follows from condition: F : (I, Jp) = (Ih—1,Jp—1) = ... = (l, Do)

Degradation: O (q2”)
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Multiple-Forking Lemma

The Multiple-Forking Lemma gives a bound on the success
probability of the nested replay attack (mfrk) in terms of

1. success probability of W (acc)
2. bound on RO queries (q)

3. number of rounds of forking (n)

mfrk > acc™t /g2

Follows from condition: F : (I, Jp) = (Ih—1,Jp—1) = ... = (l, Do)

Degradation: O (q2”)

e Can we improve?
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The Intuition
e Recall, condition F : (5, 43) = (h, ) = (h,h) = (b, b)

0

0
Q,0+1 ey Qq*»roundo

0 0 PO
Q41 > Gy + G(44, g, Ag)

1 1

Q’0+1 >Qq*>round1
—a3 > QSO H({4, R)

h+1

Q21+ ey Qﬁ —> round 2

Qa1 > Uy = G5, iz, Ao)

Q?lJrl sy Q3 —> round 3
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The Intuition
e Recall, condition F : (15, J3) = (h, ) = (h, ) = (b, Jo)
Q?DJrl sy Qgﬂroundo

0 0 PSR
Q41 > Gy + G(44, g, Ag)

1 1
Q’0+1 >Qq*>round1
@ —> 03 >0l : H(ia, R)

h+1

Q21+ ey Qﬁ —> round 2
2 2 . RSN A
Q41 > Gy + G(44, fing, Ap)

3 3

Q’1+1 sy Qq*)roundS

e Observations:
1. Independency condition 01: /> need not equal I
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The Intuition

Conclusion and Future Work

e Recall, condition F : (5, 43) = (h, ) = (h,h) = (b, b)

0
Qo1

0 0 . POPRNPS A
Q41 > Gy = G(4d, 7ing, Ag)

1
Qp+1

@ —> 03 >0l H(ia, R)

Q;

Qa1 > Uy = G5, iz, Ao)

3
AT

e Observations:

1. Independency condition 01: /> need not equal I

h+1

> Qg —> round 0

> Qzll — round 1

> Qi —> round 2

> Qz —> round 3

2. Dependency condition 0,: (h = k) can imply (h = J)
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The Intuition
e Recall, condition F : (5, 43) = (h, ) = (h,h) = (b, b)

0

0
Q,0+1 ey Qq*»roundo

0 0 PO
Q41 > Gy + G(44, g, Ag)

/ Q}0+1 > Qlll —> round 1

@ —> 03 >0l H(ia, R)

h+1
Q21+ ey Qﬁ*)roundQ
2 2 . Ayoa A
Q41 > Qg G(id, Ainp, A)
Q3 ey Q3 —> round 3
h+1 q

e Observations:
1. Independency condition 01: /> need not equal I
2. Dependency condition 0,: (h = k) can imply (h = J)
(similarly (55 = k) can imply (J3 = 1))
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The Intuition...

Effect of 01 and 05 on F : (/3, _/3) = (/2,./2) = (/1,J1) = (/0,_/0)
e 01: b need not equal Iy

(I3,J3) = (/2,./2) AN (J2 = J()) A (11, Jl) = (/0,.]0)
e (Oo: (/1 = /0) - (J1 = Jo) and (/3 = /2) - (J3 = J2)

(/3 =hbh=hLH= /o)A(JQ :Jo)
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The Intuition...

Effect of 01 and 05 on F : (/3, _/3) = (/2,./2) = (/1,J1) = (/0,_/0)
e 01: b need not equal Iy

(I3,J3) = (/2,./2) AN (J2 = J()) A (11, Jl) = (/0,.]0)
e (Oo: (/1 = /0) - (J1 = Jo) and (/3 = /2) - (J3 = J2)

(/3 =hbh=hLH= /0) A (J2 = Jo)
e Together, 01&05:

(/3 = 12) VAN (/1 = /0) AN (J2 = Jo)
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The Intuition...

Effect of 01 and 05 on F : (/3, _/3) = (/2,./2) = (/1,_/1) = (/0, Jo)
e 01: b need not equal Iy

(13, J3) = (/2,./2) AN (J2 = Jo) A (/1, Jl) = (/0,./0)
e (Oo: (/1 = /0) - (J1 = Jo) and (/3 = /2) - (J3 = J2)

(/3 =hbh=hLH= /0) A (J2 = Jo)
e Together, 01&05:

(/3 = 12) VAN (/1 = /0) AN (J2 = Jo)

Intuitively, degradation reduced to O (g°)
e In general, degradation reduced to O (g")
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MORE ON (IN)DEPENDENCY
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The Conceptual Wrapper

e Observations better formulated using a conceptual wrapper
e Clubs two (consecutive) executions of the original wrapper
e Denoted by Z

(les I, o), (g1, Ikg15 0k41)) < 2 (X,Sk7Sk+1;p)

0 0
q’0+1 ......... % Q —> round 0

1 1
/ Q/UJrl --------- % Qg —> round 1
0

h+1

Q > Q% —> round 2

> >
Qg +1 > Qg

....... N qz — > round 3
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The Conceptual Wrapper

e Observations better formulated using a conceptual wrapper
e Clubs two (consecutive) executions of the original wrapper
e Denoted by Z

(les I, o), (g1, Ikg15 0k41)) < 2 (X,Sk7Sk+1;p)

0 0
q’0+1 ....... » Qy —> round 0

"""""" > Q% —> round 2

......... s qz ——> round 3
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Index Independency

0 0
q,0+1 --------- 3 Qq4>round0
0
Qg1 s > Q
1 1
Q’0+1 --------- 3 Qq—)roundl
Qf = qf mmm= N Q(JO
h+1
Q21+ ....... N Qi > round 2
2 2
Qg +1 > Qg
3 3
q’1+1 ------- >Qq—>round3

e It is not necessary for the / indices across Z to be the same
e [, need not be equal to lx_o, lk_4,...,lo for k=2,4,...,.n—1
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Random-Oracle Dependency

Q[,)O+1 --------- o] Qg ——> round 0
QBUH """"" > Ql/)o
\
/ Q}0+1 --------- o] Q; ——> round 1
Q? — 02 ......... N 090
Q;1+1 e Qg ——> round 2
Ty +1 » Uy

e It is possible to design protocols such that, for the k"
invocation of Z, (Ik+1 = lIk) = (Jk+1 = Jk)-
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Inducing Random-Oracle Dependency

e Consider round 0 and round 1 of simulation for GG-IBS

o
" Q’0+1 > round O
oy O PO
> ng :H(id, R) 3 Q?O : G(id, g, Ag)
d Q. > round 1

lo+1
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Inducing Random-Oracle Dependency

e Consider round 0 and round 1 of simulation for GG-IBS

o
" Q,0+1 > round O
Ay €O PO
> ng :H(id, R) 3 Q?O : G(id, g, Ag)
d Q}0+1 ----- > round 1

e Need to explicitly ensure that (J; = J)
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Inducing Random-Oracle Dependency

e Consider round 0 and round 1 of simulation for GG-IBS

do Q%+1 ---- > round O
> Q) H({4, R) @, Q) : G(i4, fino, Ao)
& Q}oJrl ---- > round 1
e Need to explicitly ensure that (J; = J)
do Q%-%—l ---- » round O

~ AL CO N
> QSO :H(iq, R) > Q‘,)O : G(id, Mo, Ao, o)

i

Q}o+1 ----- > round 1
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Inducing Random-Oracle Dependency

e Consider round 0 and round 1 of simulation for GG-IBS

0
do Q’0+1 ----- > round O
0 H({4,R) D) Q0 - G(i4, Ao, A
> QJO : (ld, ) 4 QIO : (1d7 mo, 0)
d Q}0+1 ----- > round 1
e Need to explicitly ensure that (J; = J)
d Q%-%—l ----- > round 0
0 ~ oy 0 o A A
» Q% t H({d, R) > Q) : G(d4, fing, Ao, <o)
dl Q}0+1 ..... > round 1

e Hence, (/1 = /o) — (J1 = Jo)!
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Galindo-Garcia IBS with Binding

Setting:
1. We work in a group G = (g) of prime order p.
2. Two hash functions H,G : {0,1}* — Z,, are used.
Set-up:
1. Select z €g Z,, as the msk; set Z := g* as the mpk
Key Extraction:
1. Select r eg Z, and set R :=g".
2. Return usk := (y, R) as the usk, where y := r + zc and
¢ :=H(iq, R).
Signing:
1. Select a €r Z, and set A := g°.
2. Return o := (b, R, A) as the signature, where b := a+ yd
and d := G(m, A, ¢).
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Random Oracle Dependency...

Definition (Random-Oracle Dependency)

A random oracle H, is defined to be n-dependent on the random
oracle H; (H; < Hy) if the following criteria are satisfied:

1. (1<J<1<gq)and
2 P £ D) ("= 1] <1
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Random Oracle Dependency...

Definition (Random-Oracle Dependency)
A random oracle H, is defined to be 7-dependent on the random
oracle H; (H; < H,) if the following criteria are satisfied:

1. 1<J<I<gq)and

2. P/ # N (I"=DI<n

Claim (Binding induces dependency)
Binding H, to H; induces a random-oracle dependency H; < H,
with 7y == g1(q1 — 1)/|R,].

e Here g1 denotes the upper bound on the number of queries to
the random oracle H;; R; denotes the range of H;.
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A UNIFIED TREATMENT
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A Unified Model

e Depending on whether 0; and 0, is applicable, we get four
different MF Algorithms and MF Lemmas
e To incorporate this, we add additional abstraction to the MF
Algorithm
e The condition itself is passed as a parameter
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General Multiple-Forking Lemma

D,: (J=Jdo)

MF Set of Conditions Degradation
Original AO = Ck : (Ik_*_l7 Jk+1) = (Ik,Jk) (o) (q2n)
Dk : (/k,Jk):(Io,Jo)/\
with 01 Al = Ck : (/;(_*_17 Jk+1) = (I;ﬁJk) 0 (q(3n+1)/2)
Dyt (h=h)A
with 0z A2 = Ck s (k1 =) le) (q(3n—1)/2)
Dyt (ks Jk) = (b, Jo)
with 01&02 | Ay = {Ck (k1 =) 0(q")

e Condition F : Ak=02,..n-1C, AD,




Background Multiple Forking
0000000

Improving on Multiple Forking Conclusion and Future Work
0000 fole)
00 00000000

[elele] }

General Multiple-Forking Algorithm

NA,W,n
(Io, Jo, 70) = W(x,s0,...,s0: p)
(hyJr,01) V\/(x,s?7 .. .75%7175}0, .. .,s;;p)
_‘( Co)
(Is I, oK) W(X’Sf,-.-,SSO_l,sJkO, . ~,S§;P)

0 0 k k k+1 k+1
(Ik+1’Jk+1;0'k+1) — W(X,Sl, e '35107175_]07' . e ’Slkfl’slk

s S i p)

=(C, ADy)
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Conclusion and Future Work

Conclusions:

o Identified the source of degradation for multiple forking and
gave a tighter bound

e A unified model for multiple forking
Future directions:
e |Is the bound optimal?

e Other applications for RO dependency?

e [-protocols [YZ13]
e Extended Forking Lemma [YADV+12]

e Other techniques to induces RO dependency
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